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ABSTRACT

The remote control vehicle technology is widely used in various fields such as autonomous driving cars,
drones, and robots, and it is constantly advancing. However, there is also a growing trend of security threats and
cybercrimes targeting these technologies. While many studies aim to detect anomalies and attacks within vehicles,
there is a lack of research considering attack scenarios that can occur in remote control vehicle operating
environments, and datasets are also non-existent. In this paper, we propose a method for detecting
man-in-the-middle attacks that can occur in remote control vehicle operating environments using an LSTM-based
anomaly detection model. Additionally, we propose a method for synthesizing attack data into normal vehicle
state datasets using LSTM based on five suggested man-in-the-middle attack scenarios and evaluate the detection
model using the synthesized data. The proposed anomaly detection method achieved an accuracy of over 90% in

three out of the five attack scenarios presented.
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